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2.0 Rev 2.0 Errata

2.1 ADDRX may be decremented incorrectly on DEC or SUB operation on ADDRL
Description:  
Bug occurs when ADDRL register borrows from ADDRH register during DEC or SUB operation. This is correct operation; however, ADDRX register is also affected, incorrectly, in the following manner:

· if ADDRX register should be decremented (as ADDRH register DEC/SUBs through 0), ADDRX register is not decremented.

· if ADDRX register should not be decremented, ADDRX register is decremented.

Impact:  
The value of the LSB in the ADDRX register determines whether a data access is occurring from/to Program RAM or Program Flash. Therefore, if not corrected, this bug would cause a memory access to the wrong block of memory.

Fix:

Revision 2.1
Work-around:  Use following software workaround in Rev 2.0:


mov
w, ADDRH


dec
ADDRL


csne
w, ADDRH


jmp
1f


cse
w, #$00


inc
ADDRX


csne
w, #$00


dec
ADDRX

2.2 Ethernet Rx dribble bit handling results incorrect for odd packet lengths on SerDes 1 & 2
Description:  
When receiving Ethernet packets, 20% of odd length packets where the Most Significant Bit (MSB) of the last byte is zero, the dribble bit handling will not shift the data correctly, resulting in a corrupted packet.  Receiving odd length packets where the MSB of the last byte is one is always successful.

Impact:  
When receiving even length packets with dribble bits, approximately 17% of the packets are not successfully received (cannot verify the CRC).  Given the incredibly specific nature of this corruption behavior, normal operation of ipEthernet in a typical network should result in no observable performance or throughput degradation, because of its extremely rare occurrence.  The corruption behavior is only observable when performing tests using specific lab equipment on the ipEthernet interface.

Fix:

Revision 2.1
Work-around:  
A software workaround has already been implemented that captures the odd length packet case with no apparent degradation in overall throughput or performance.  There is no software workaround for the even length packet case.

2.3 Slow start up on POR with crystal
Description:  
POR startup using a 4 MHz crystal takes approximately 3 seconds at –40 degrees C (cold end of Industrial Temp), < 1second at 0 degrees C, and < 350ms at 25 degrees C.

Impact:
  
Slow start up at cold temperatures, and being outside the maximum suspend time (1.147 sec) for clock propogation to the CPU core can allow non-stable clock to begin device operation. This parameter is set as the WUDX2:0 bits in the FUSE0 register.

Fix:

Revision 2.1
Work-around:  Configure WUDX2:0 bits in FUSE0 register for maximum delay in Commercial temperature applications. Use an external clock for Industrial Temp requirement or to support faster startup.

2.4 ADC does not output xxF data
Description: 
Analog values measured by the ADC which result in a code of xxF will not be output.

Impact:  
Not characterizing this operation for Rev 2. Do not use the ADC if the xxF codes are needed. Users requiring ADC operation should use Rev 2.1 or later.

Fix:

Revision 2.1
Work-around:
N/A

2.5 
This rev also includes all bugs indicated in subsequent revs.

3.0 Rev 2.1 Errata
3.1 Processor Reset fails once in 10,000 resets
Description:  
On average, in every 10,000 resets, the processor will fail to reset once.

Impact:  
Because occurrence is rare, the impact is negligible for most systems.

Fix:

Revision 2.2
Work-around:
Use external reset

3.2 ISP doesn't work with part configured for use with external clock, when clock source is a crystal
Description:
If IP2022 has been configured for an external clock source and a crystal is used, ISP/ISD will not operate.

Impact:

May occur when part is programmed incorrectly, whether clock source is incorrectly selected by code or ISP is halted before completion, etc. Part will appear to be unrecoverable since it is configured incorrectly and cannot be modified (thru ISP/ISD) to fix the clock source.

Fix:

Revision 2.2
Work-around:
Use an external clock for in-system Flash programming.

3.3 
This rev also includes all bugs indicated in subsequent revs.

4.0 Rev 2.2 Errata

4.1 Ethernet Rx dribble bit handling results are incorrect for odd packet lengths on SerDes 2
Description:
When receiving Ethernet packets, 20% of odd length packets that have the Most Significant Bit (MSB) of the last byte is zero, the dribble bit handling will not shift the data correctly, resulting in a corrupted packet. Receiving even length packets are always successful. Receiving even length packets are always successful. Receiving odd length packets where the MSB of the last byte is one are always successful.

Impact:

When there are real dribble bits present in a packet, 20% will have the last 1-2 bytes be incorrect. Given the incredibly specific nature of this corruption behavior and its rare occurrence, normal operation of ipEthernet in a typical network should result in no observable performance or throughput degradation. The corruption behavior is observable when performing torture tests on the ipEthernet interface.

Fix:

Revision 2.3
Work-around:
N/A

4.2 
This rev also includes all bugs indicated in subsequent revs.
5.0
Rev 2.3 Errata

5.1
Ethernet data pattern sensitivity
Description:
A data pattern sensitivity has been discovered in the IP2022 Ethernet implementation. Certain rare data sequences (more then 180 bytes of consecutive x55 or xAA) can cause otherwise good packets to fail the frame check sequence (CRC).
Impact:

Per work-around below, a software patch is available that corrects the issue. Use of the patch means that ipEthernet now requires the use of a hardware timer, either TMR1 or TMR2, for each instance. By default, ipEthernet on serdes 1 will use TMR2, and ipEthernet on serdes 2 will use TMR1. These defaults can be altered in the ipEthernet configuration. Note that ipOS defaults to using TMR1 for the operating system timer. The operating system timer may need to be changed to TMR0, and isr.S modified appropriately, for hardware configurations where two instances of ipEthernet are being used.

Fix:

Revision 2.4
Work-around:
A software patch to ipEthernet corrects the problem. It is recommended that all customers using ipEthernet apply the patch. The patch has a negligible performance impact and does not increase code size.

5.2 
This rev also includes all bugs indicated in subsequent revs.

6.0
Rev 2.4 New Features
The following were implemented in Rev 2.4. They are considered improvements to the operation of the device rather then bug fixes, as the previous versions worked as originally specified. This is the delta between Rev 2.4+ and earlier revisions:
6.1
S1MODE bit 7, and S2MODE bit 7, now are hardwired “1”
S1MODE register bit 7, and S2MODE register bit 7, now are hardwired “1” and run time readable.  These bits were read/write on die revisions < 2.4 and defaulted to “0” after reset. This feature will allow software to detect if the fix for 5.1 needs to be applied.

6.2
BREAK and BREAKX no longer stop the Watchdog timer

In silicon revs < 2.4 The BREAK and BREAKX instructions (both from ISP and executed from Program Memory) stop the Watchdog Timer. This is great for Debug, but can defeat the purpose of Watchdog. That’s why it has been recommended in user’s production code for silicon revs < 2.4 to remove all BREAK instructions. Unfortunately even without break instructions in FLASH, where is still a chance of accidental execution of BREAK/BREAKX instruction out of PRAM memory that is typically used as a storage for network packets and may content random data patterns equal to  $0001 (BREAK), or $0005 (BREAKX). That’s why in Silicon REV 2.4 BREAK and BREAKX no longer stop the Watchdog timer. During debugging to prevent losing the debug connection, watchdog must be disabled in FUSE1 register. 

6.3 
This rev also includes all bugs indicated in subsequent revs.

7.0
Rev 2.5 – Changes made in rev 2.5
7.1
Some internal changes in FLASH fabrication layers were made to improve yield.  None of the data sheet parameters were affected in any way by this change.

8.0
Rev 2.5 Errata
8.1
Reading RAM address $C5 updates T1CNTH register, reading $D5 updates T2CNTH

Description:
In addition to reading T1CNTL, reading data RAM address $C5 will also cause the most significant 8 bits of the T1 counter to be latched into the T1CNTH register.  Similarly, in addition to reading T2CNTL, reading data RAM address $D5 will also cause the most significant 8 bits of the T2 counter to be latched into the T2CNTH register.  Writing to $C5 or $D5 has no affect on TxCNTH registers.
Impact:

Most systems will be unaffected, since a read of TxCNTL will usually be done before TxCNTH.

Fix:

None planned.
Work-around:
Always read TxCNTL immediately before reading TxCNTH.
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